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- OS, Server, Virtualization

- TCP/IP, DNS, DHCP, VLAN, Routing, NAT

- Server & Service ﬁuug’lu (Web, DB, File, AD/LDAP)

- nwsuﬁ'hﬁ]cw’m‘jvmﬁu (Troubleshooting)

(G} Cybersecurity & Network Security

- Firewall, WAF, VPN, IDS/IPS

- Endpoint Security, EDR/XDR

- Zero Trust, Defense in Depth

- Authentication / Authorization (RBAC, MFA)

- Secure Network Design

o Incident Response & Monitoring

- SIEM, Log Management

- Incident Response Lifecycle

- Malware / Phishing / Ransomware

- Evidence & Reporting

« MFIATIEVAMIALS / 9UHY / USuugeseuu
- Risk Assessment

- Vulnerability vs Threat

- Backup & Disaster Recovery

- Capacity Planning
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- ISO/IEC 27001
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